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Introduction

This document is intended to aid in installing the TouchNet self-signed certificate used by the Marketplace Point of Sale
Controller to establish a secure connection to the Touchnet datacenter for transmission of transaction details during a point of
sale payment. Installation of this certificate does not require administrator rights to the workstations, however, it is
recommended. Click on each browser listed below to be taken directly to that section.
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Google Chrome

Steps

Open Chrome and enter chrome://settings in the address bar.

Type certificate in the Search field at the top and click on Security.

( Q, certificate

Privacy and security

tion, camera, po

Scroll down and click on Manage Certificates.

Manage SR

Manage HTTPS/SSL dSafilelCs and settings

The Certificates window will open. Click on the Trusted Root Certificate Authorities tab.
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Intended purpase: <Al o
Intermediate Certification Authorities  Trusted Root Certification ﬂuh‘wriﬁet} Trusted Publ * | *
Issued To Issued By Expiratio... Friendly Name o

Fl127.0.0.1 127.0.0.1 2/27/2038  <None>
[SlaAA Certificate Ser,.. AAA Certificate Services  12/31/2028  Sectigo (AAA)
Sl AddTrust External ...  AddTrust External CA... 5/30/2020  Sectigo (AddTrust)
[l AffirmTrust Comme. .. AffemTrust Commercial — 12/31/2030  AffirmTrust Com...
LﬁJBdﬁ'nure CyberTru... Baltimore CyberTrust... 5/12/2025  DigiCert Baltimor...
[l Certum CA Certum CA 6/11/2027  Certum
[CglCertum Trusted Me...  Certum Trusted Metw...  12/31/2029  Certum Trusted ...
S certum Trusted Me... Certum Trusted Netw...  10/6/2046  Certum Trusted ...
[/ Class 3 Public Prima... Class 3 Public Primary ... 8/1/2028 VeriSign Class 3.,. ¥
Import... Export... Remave Adwvanced
Certificate intended purpeses
View
Ly

Click the Import button and click Next on the Certificate Import Wizard screen.
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and cerfificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network.
connections. A certificate store is the system area where certificates are kept.

To confinue, dick Next.

Next Cancel

Click the Browse button and browse to C:\Program Files (x86)\TouchNet\POSC Station.
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File to Import
Spedify the file you want to import.

File mame:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Seriglized Certificate Store ((55T)

[ [ Gonce

Select localhost.crt and click Open.
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1 . Local Disk (C:) Program Files (x86) TouchMNet POSC Station
Organize + Mew folder

B This PC Name

W 20 Objects B -
M Desktop l res

omca A
E Documents l

File folder
B localhost.crt

/2023 425 PM Security Certificate

Downloads
Music

B Pictures

File name: |localhost.crt

Click Next.
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File to Import
Spedfy the file you want to import,

File name:

C:¥Program Files (x86) ToudhMet\POSC StationYocalhost.crt |

Mote: More than one certificate can be stored in a sngle fie in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS 27 Certificates (.P78)
Microsoft Serialized Certificate Store (,S5T)

Mext Cancel

Keep the defaults in the Certificate Store screen.
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Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automaticaly select the certificate store based on the type of certificate
() Place all certificates in the following store

Certficate store:
| Trusted Root Certification Authorities Browse...

m Cancel

Click Finish.
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Completing the Certificate Import Wizard

The certificate wil be imported after you didk Finish.

You have spedfied the folowing settings:

(el = S [N =Y Trusted Root Certification Authorities

Content Certificate

File Mame C:\Program Files (386) TouchNet\POSC StationYocalt
< >

Cancel

Close Chrome completely and relaunch.

9801 Renner Blvd., Suite 150 « Lenexa, Kansas 66219 USA « T +1.913.599.6699 « touchnet.com




touchnet

A Global Payments Company

Mozilla Firefox

Steps

Open Firefox and enter about://preferences in the address bar.

@ Firefox about:preferences ¥ Q Search
@ Your browser is being managed by, your organization. ' Find in Settings
General

In the Find in Settings search box at the top of the page type certificate.

@ Firefox  aboutipreferences#searchResults kg Q, Search
@ Your browser is being managed by your organization. certifica o

Search Results

Certificates =
certifica
- Query OCSP responder servers to confirm the current validity of View Certificates...
certificates

Security Devices...
Y

Click View Certificates and the Certificate Manager will open.
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Certificate Manager X
Your Certificates Authentication Decisions People Servers Authorities
These entries identify server certificate error exceptions [}
Server SHA-256 Fingerprint
127.0.0.1:8444 1E:42-EA:93:08:4A:A1:BD:CC:B6:BB:98:19:AD:...
54.204.30.96:443 C5:49:69:47:F9:27:79:02:584D:D4:6E:DCF5:1...
labtouchnet.net:443 D1:A8:24:60:DCFR6D:5C:21:F2:22C:6T:BT:E9:9...
localhost:8444 1E:42 EA93:.084A:A1:BD:CC.BR:BB:98:13AD....
my.wveedu:dds 8ABECT:3B:5F6D:B5:.CT:30:EC:41:A1:3B:CET...
sso.touchnet.com:443 C4:D1:3F69:71:56:66:E8:26:96:43:A4:3E:98:B...
touchbase.touchnet.com:443 99:3C:90:5C:C1:81:1B:ED:33:89:75:EF:7D:0CA...
Delete... Add Exception...
A

Click on the Servers tab and click Add Exception. Enter https://127.0.0.1:8444 and click Get Certificate. Make sure there is a check in
Permanently store this exception.
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I Add Security Exception =
{

' You are about to overnde how Firefox identifies this site. -
i !_k Legitimate banks, stores, and other public sites will not ask

bl

you to do this. -
4
Location: | https://127.0.0.1:8444 | | Get Cmiﬁmﬂ?
I This site attempts to identify itself with imvalid )
infermation, View...

Unknown Identity

H
4 The certificate is not trusted because it hasn't been verified as issued bya b
trusted authonty using a secure signature.

( 4
| Permanently store this exception 1

Confirm Security Exception Cancel

Click on Confirm Security Exception.

Close Firefox completely and relaunch.
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Microsoft Edge
Steps

Open Edge and enter edge://settings in the address bar.

Type certificate in the Search field at the top and click on Manage certificates.

Q [ [ 53 Settings

< O €@ Edge settings

Settings Security

Q. certificate Manage security settings for Microsoft Edge

E) Profiles Manage
(3] Privacy. search, and services fanage HTTPS/55|. EETUTENE: or

€3 Appearance

The Certificates window will open. Click on the Trusted Root Certificate Authorities tab.
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Intermediate Certification Authoriies  Trusted Root Certification au&mﬁel} Trusted Publ * | *
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%

i’

Issued To Issued By Expiratio... Friendly Name "~
1127.0.0.1 127.0.0.1 2J27/2038  <None>
[JAAA Certificate Ser... AAM Certificate Services 12/31/2028 Sectigo (AAA)
o) AddTrust External ... AddTrust External CA.,,  5/30/2020  Sechigo (AddTrust)
CglaffirmTrust Comme... AffrmTrust Commerclal  12/31/2030  AffirmTrust Com...
L}]Edti’mre CyberTru... Baltmore CyberTrust... 5/12/2025  DigiCert Baltimor...
[yl Cerium CA Certum CA 6/112027  Certum
CalCertum Trusted Ne...  Certum Trusted Metw.., 12312029  Cerfum Trusted ...
[lcertum Trusted Ne... Certum Trusted Netw...  10/6/2046  Certum Trusted ...
[5/Class 3 Public Prima... Class 3 Public Primary ...  8/1/2028 VeriSign lass 3... ¥
Import... Export... Remove Advanced
Certificate intended purposes
View

Click the Import button and click Next on the Certificate Import Wizard screen.
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and cerfificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network.
connections. A certificate store is the system area where certificates are kept.

To confinue, dick Next.

Next Cancel

Click the Browse button and browse to C:\Program Files (x86)\TouchNet\POSC Station.
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File to Import
Spedify the file you want to import.

File mame:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Seriglized Certificate Store ((55T)

[ [ Gonce

Select localhost.crt and click Open.
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1 . Local Disk (C:) Program Files (x86) TouchMNet POSC Station
Organize + Mew folder

B This PC Name

W 20 Objects B -
M Desktop l res

omca A
E Documents l

File folder
B localhost.crt

/2023 425 PM Security Certificate

Downloads
Music

B Pictures

File name: |localhost.crt

Click Next.
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File to Import
Spedfy the file you want to import,

File name:

C:¥Program Files (x86) ToudhMet\POSC StationYocalhost.crt |

Mote: More than one certificate can be stored in a sngle fie in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS 27 Certificates (.P78)
Microsoft Serialized Certificate Store (,S5T)

Mext Cancel

Keep the defaults in the Certificate Store screen.
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Certificate Store
Certificate stores are system areas where certificates are kept,
Windows can automatically select a certificate store, or you can spedfy a location for
the certificate,
() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store
Certificate store:
Trusted Root Certification Authorities Browse...
gy ]| Cance
Click Finish.

9801 Renner Blvd., Suite 150

Lenexa, Kansas 66219 USA

T +1.913.599.6699

touchnet.com

19



touchnet

A Global Payments Company

Completing the Certificate Import Wizard

The certificate will be imported after you didk Finish,

You have spedified the following settings:
[T W= S LIRS Trusted Root Certification Authorities
Content Certificate
File Mame C:\Program Files (x86)TouchMet\POSC Station jocal
< 3

Cancel

Close Edge completely and relaunch.
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